LLANGENNITH LLANMADOC & CHERITON COMMUNITY COUNCIL

Information and Data Protection Policy
Introduction
In order to conduct its business, services and duties, (Your Council Name) processes a
wide range of data, relating to its own operations and some which it handles on behalf of
partners. In broad terms, this data can be classified as:

e Data shared in the public arena about the services it offers, its mode of operations and
other information it is required to make available to the public.

e Confidential information and data not yet in the public arena such as ideas or policies
that are being worked up.

e Confidential information about other organisations because of commercial sensitivity.

e Personal data concerning its current, past and potential employees, Councillors, and
volunteers.

e Personal data concerning individuals who contact it for information, to access its
services or facilities or to make a complaint.

Llangennith, Llanmadoc & Cheriton Community Council will adopt procedures and
manage responsibly, all data which it handles and will respect the confidentiality of both
its own data and that belonging to partner organisations it works with and members of
the public. In some cases, it will have contractual obligations towards confidential data,
but in addition will have specific legal responsibilities for personal and sensitive
information under data protection legislation.

This Policy is linked to our Quality Policy and ICT Policy which will ensure information
considerations are central to the ethos of the organisation. The Community Council will
periodically review and revise this policy in the light of experience, comments from data
subjects and guidance from the Information Commissioners Office.

The Council will be as transparent as possible about its operations and will work closely
with public, community and voluntary organisations. Therefore, in the case of all
information which is not personal or confidential, it will be prepared to make it available
to partners and members of the Town’s communities. Details of information which is
routinely available is contained in the Council’s Publication Scheme which is based on the
statutory model publication scheme for local councils.

Protecting Confidential or Sensitive Information

Llangennith, Llanmadoc & Cheriton Community Council recognises it must at times, keep
and process sensitive and personal information about both employees and the public, it
has therefore adopted this policy not only to meet its legal obligations but to ensure high
standards.

The General Data Protection Regulation (GDPR) which become law on 25" May 2018 and
will like the the Data Protection Act 1998 before them, seek to strike a balance between
the rights of individuals and the sometimes, competing interests of those such as the
Town Council with legitimate reasons for using personal information.
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Council Name: LLANGENNITH LLANMADOC & CHERITON COMMUNITY
COUNCIL

Council Address: 2 The Narrows, Llangennith, Swansea. SA3 1HQ.

Email Address: Llangennithcommunitycouncil@gmail.com

Telephone numbers: 07789 176 371

General Data Protection Regulations (Service) Consent
to hold Contact Information

I agree that I have read and understand Llangennith, Llanmadoc & Cheriton Community
Council Privacy Notice. I agree by signing below that the Council may process my

personal information for providing information and corresponding with me.

I agree that Llangennith, Llanmadoc & Cheriton Community Council can keep my
contact information data for an undisclosed time or until I request its removal.

I have the right to request modification on the information that you keep on record.

I have the right to withdraw my consent and request that my details are removed from your
database.

Name

Date of birth if
under 18

Parental/Guardian
Consent for any
data processing
activity

Address

Telephone No.

Email Address

Facebook

Twitter

Signature

Date




Council Name: LLANGENNITH, LLANMADOC 7 CHERITON COMMUNITY
COUNCIL

Council Address: 2 The Narrows, Llangennith, Swansea. SA3 1HQ.

Email Address: 07789 176 371

Email Contact Privacy Notice

When you contact us

The information you provide (personal information such as name, address, email address,
phone number, organisation) will be processed and stored to enable us to contact you and
respond to your correspondence, provide information and/or access our facilities and
services. Your personal information will not be shared or provided to any other third party.

The Councils Right to Process Information
General Data Protection Regulations Article 6 (1) (a) (b) and (e)

Processing is with consent of the data subject or

Processing is necessary for compliance with a legal obligation or

Processing is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the controller

Information Security

Llangennith, Llanmadoc & Cheriton Commuity Council has a duty to ensure the security
of personal data. We make sure that your information is protected from unauthorised
access, loss, manipulation, falsification, destruction or unauthorised disclosure. This is
done through appropriate technical measures and appropriate policies. Copies of these
policies can be requested.

We will only keep your data for the purpose it was collected for and only for as long as is
necessary. After which it will be deleted. (You many request the deletion of your data held
by Llangennith, Llanmadoc & Cheriton Commuity Council at any time).

Children
We will not process any data relating to a child (under 13) without the express parental/
guardian consent of the child concerned.

Access to Information
You have the right to request access to the information we have on you. You can do this
by contacting our Data Information Officer: (Name of Controller and contact details)

Information Correction

If you believe that the information we have about you is incorrect, you may contact us so
that we can update it and keep your data accurate. Please contact: (Name of Controller and
contact details) to request this.

Information Deletion

If you wish Llangennith, Llanmadoc & Cheriton Commuity Council to delete the
information about you please contact: (Name of Controller and contact details) to request
this.



Right to Object
If you believe that your data is not being processed for the purpose it has been collected
for, you may object: Please contact (Name of Controller) to object.

Rights Related to Automated Decision Making and Profiling
(Your Council name) does not use any form of automated decision making or the profiling
of individual personal data.

Complaints

If you have a complaint regarding the way your personal data has been processed you may
make a complaint to Llangennith, Llanmadoc & Cheriton Commuity Council Data
Information Officer: (Officers Name and contact details) and the Information
Commissioners Office casework@ico.org.uk Tel: 0303 123 1113

Summary: In accordance with the law, Llangennith, Llanmadoc & Cheriton Commuity
Council only collect a limited amount of information about you that is necessary for
correspondence, information and service provision. Llangennith, Llanmadoc & Cheriton
Commuity Council do not use profiling, we do not sell or pass your data to third parties.
Llangennith, Llanmadoc & Cheriton Commuity Council does not use your data for
purposes other than those specified. Llangennith, Llanmadoc & Cheriton Commuity
Council makes sure your data is stored securely. Llangennith, Llanmadoc & Cheriton
Commuity Council deletes all information deemed to be no longer necessary. Llangennith,
Llanmadoc & Cheriton Community Council constantly reviews its Privacy Policies to
keep it up to date in protecting your data. (You can request a copy of our policies at any
time).



LLANGENNITH LLANMADOC & CHERITON COMMUNITY COUNCIL
Subject Access Request Form

Process to Action

Name of requester
(Method of communication)
Email Address

Phone number

Postal Address

Date Subject Access Request made

Is the request made under the Data Protection Legislation Yes No

Date Subject Access Request action to be completed by
(One month after receipt time limit)

Extension to the date of reply requested
( An extension of another two months is permissible provided itis | Yes No
communicated to the subject within the one month period)

Extension date advised to the Subject Requester and method of
contact

Identification must be proven from the below list:

Current UK/EEA Passport

UK Photo card Driving Licence (Full or Provisional)

EEA National Identity Card

Full UK Paper Driving Licence

State Benefits Entitlement Document

State Pension Entitlement Document

HMRC Tax Credit Document

Local Authority Benefit Document

State/Local Authority Educational Grant Document

HMRC Tax Notification Document

Disabled Driver’s Pass

Financial Statement issued by bank, building society or credit card
company

Utility bill for supply of gas, electric, water or telephone landline
A recent Mortgage Statement

A recent council Tax Bill/Demand or Statement

Tenancy Agreement

Building Society Passbook which shows a transaction in the last 3
months and their address

Verification sought that the Subject Access request is substantiated | Yes No
Verification received Yes No
Verification if the Council cannot provide the information Yes No
requested

Is the request excessive or unfounded? Yes No
Request to be actioned Yes No
Fee to be charged

(Subject Access requests must be undertaken free of charge to a Yes No
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requester unless the legislation permits a reasonable charge)

If the request is to be refused, action to be taken and by whom.

Changes requested to data/ or removal

Complaint Process

(Where a requestor is not satisfied with a response to a SAR, the

council must manage this as a complaint)

Completion date of request

Date complaint received by requested and details of the complaint

Date complaint completed and outcome

Categories of Data to Check

Data

Filing
Cabinet

Laptop

Checked

Corrected/Deleted

Actioned by

HR

Democracy

Statutory Function

legal

Business

Legal requirement

General Data

Consultation Data




Data Security Breach Reporting Form
A data security breach can happen for a number of reasons: Loss or theft of data or equipment
on which data is Stored, Inappropriate access controls allowing unauthorised use, Equipment
failure, Human error, Unforeseen circumstances such as a fire or flood, Hacking attack,
‘Blagging’ offences where information is obtained by deceiving the organisation who holds it.
Use this form to report such breaches.
Example: Reportable Theft or loss of an unencrypted laptop computer or other unencrypted
portable electronic/digital media holding names, addresses, dates of birth and National
Insurance Numbers of individuals. A manual paper-based filing system (or unencrypted digital
media) holding the personal data relating to named individuals and their financial records etc.

Breach Containment and Recovery

Article 2(2) of the Notification Regulation states:

The provider shall notify the personal data breach to the competent national authority no later
than 24 hours after the detection of the personal data breach, where feasible. The provider
shall include in its notification to the competent national authority the information set out in
Annex |. The Privacy and Electronic Communications (EC Directive) Regulations 2003 (PECR)
provide rules about sending marketing and advertising by electronic means, such as by
telephone, fax, email, text and picture or video message, or by using an automated calling
system. PECR also include other rules relating to cookies, telephone directories, traffic data,
location data and security breaches. Detection of a personal data breach shall be deemed to
have taken place when the provider has acquired sufficient awareness that a security incident
has occurred that led to personal data being compromised, in order to make a meaningful
notification as required under this Regulation.

Date and time of Notification of Breach

Notification of Breach to whom

Name

Contact Details

Details of Breach

Nature and content of Data Involved




Number of individuals affected:

Name of person investigating breach

Name

Job Title
Contact details
Email

Phone number
Address

Information Commissioner informed
Time and method of contact

https://report.ico.org.uk/security-breach/

Police Informed if relevant
Time and method of contact
Name of person contacted

Contact details

Individuals contacted
How many individuals contacted?
Method of contact used to contact?

Does the breach affect individuals in other EU
member states?

What are the potential consequences and adverse
effects on those individuals?

Confirm that details of the nature of the risk to the
individuals affected: any measures they can take to
safeguard against it; and the likely cost to them of

taking those measures is relayed to the individuals
involved.




